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INTRODUCTORY NOTE - RATIONALE

odern educational policy focuses on the holistic development of individuals and
preparing them to meet the demands and challenges of the 21st century. Within this
framework, the goal is to shape active citizens who are able to think critically, solve
complex problems and collaborate effectively, while preserving and strengthening the
human values and capabilities that make each person unique.

The rapid advancement of Artificial Intelligence (Al) is introducing new possibilities and
challenges across all areas of life, with education being a field of particular interest and concern.
This Policy Document and Guidelines for the Responsible and Ethical Utilisation of Artificial
Intelligence in Primary and Secondary Education of the Ministry of Education, Sport and Youth
(MESY), was developed with the aim of framing and guiding the utilisation of Al, to ensure that

it contributes positively to the educational process for students, teachers, as well as parents,
guardians and caregivers.

Rationale and Key Considerations

The initiative for the preparation of this document forms part of MESY’s Roadmap for Al in education and
reflects the recognised need for a clear framework that will safeguard children’s well-being, shaping

a positive and healthy presence in both physical and digital environments. While Al may offer significant
potential for new learning experiences - by fostering creativity and streamlining administrative processes
- it also raises serious concerns. How can student data privacy be protected? How can algorithmic bias
be prevented? How can children be safeguarded against the risk of overreliance on technology and social
isolation? These questions were the driving force behind the development of guidelines that prioritise
children’s safety and well-being.

Opportunities and Challenges

The utilisation of technologies and Al in education is not a simple process: it presents both an opportunity
and a challenge for teaching and learning. As an opportunity, Al can support teachers by providing tools
for assessment, tailoring learning material to the needs of each student, and developing new pedagogical
methods. At the same time, students can develop critical thinking and digital skills that will equip them for
the future.




As a challenge, Al requires teachers to rethink their traditional roles, remain up to date, and act as
facilitators and mentors. A balanced approach is essential to ensure that technology will not replace the
interpersonal relationship between teacher and student, but rather offer opportunities for empowerment.
Additional challenges include age restrictions for the use of Al tools and equitable access to technology, as
it must be ensured that no student is exposed to risks or left behind.

Continuous Updating

Recognising the rapidly evolving nature of the Al landscape, this is not a static document, but rather a
dynamic framework that will be updated on a continuous basis. Its guidelines and recommendations are
grounded in current scientific research in the field of education and will be further developed in alignment
with international recommendations and best practices. The aim is therefore to create a living document
that will provide ongoing guidance for the responsible and beneficial utilisation of Al in education, always
prioritising the well-being, protection, inclusion and development of our students. With this document as a
basis, the next goal is to develop a dynamic action plan - a guide that will provide practical orientations on
the utilisation of Al in educational praxis.







he rapid development of Artificial Intelligence systems in modern digital society has an inevitable

impact on the educational process, creating both opportunities and challenges that the State has a

duty to take seriously into consideration. In an increasingly complex and uncertain world, we share

a collective responsibility to ensure that education remains the cornerstone of our common future —
one that places people, their well-being and their safety at its core.

In full alignment with the national policies on Artificial Intelligence, coordinated by the Deputy Ministry

of Research, Innovation and Digital Policy (DOMRIDP)* and the National Al Taskforce**, as well as with
international policies and regulatory frameworks, the Ministry of Education, Sport and Youth (MESY)
responds to the opportunities and challenges by integrating Al-related policies and actions into its strategic
planning. For MESY, the guiding principle is the pedagogically appropriate utilisation of such systems, as
with any supporting educational technology. Fostering attitudes, developing skills and building knowledge
about Artificial Intelligence, primarily among teachers, as well as students, are central pillars of our strategic
planning within a dynamic and constantly evolving context.

Based on the above, this “Policy Document and Guidelines for the Responsible and Ethical Utilisation of
Artificial Intelligence in Primary and Secondary Education” for teachers, students, parents, guardians and
caregivers, establishes the core framework governing MESY’s approach to Al. Developed by MESY with

the contribution of Experts on Artificial Intelligence in Education from Cyprus and abroad, and informed by
international and national legal frameworks and guidelines, as well as by international research, the main
objective of this framework is to highlight both the ethical considerations raised by the use of Artificial
Intelligence systems and the pedagogical utilisation of potential opportunities for teaching and learning. Most
importantly, it places the protection of children’s rights and well-being at the forefront.

In closing, | would like to extend my warmest thanks to the Advisory Committee of Experts for their invaluable
contributions, as well as to everyone who has worked and contributed in any way to the preparation of this
document.

Dr Athena Michaelidou
Minister of Education, Sport and Youth
October 2025

* The Deputy Ministry of Research, Innovation and Digital Policy (DMRIDP) is the competent Ministry and the State’s
central body engaged in shaping and implementing digital policy in Cyprus. It is responsible for defining the policy and strategic
framework for Artificial Intelligence (Al).

** The National Al Taskforce is an advisory body tasked with the development, integration and implementation of Al in
Cyprus, with the aim of strengthening the economy, ensuring competitiveness and improving citizens’ quality of life.
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Al Literacy Al Literacy Al Literacy encompasses technical knowledge, as
well as “resilient” skills and attitudes that are useful
for every individual’s future and necessary to support
their well-being in a world influenced by Al.
Algorithm Algorithm An algorithm is a set of steps arranged in a logical
sequence, which are necessary to perform a task or
solve a problem.

The word “algorithm” originates from a study

of the 8th-century Persian mathematician Abu
Ja’far Mo-hammed ibn Musa Al-Khowarismi. Five
centuries later, his study was translated into Latin
and began with the phrase “Algorithmus dixit .... |
(the Algorithm said...). His name was therefore
associated with the systematic, detailed and
precise description of how to solve a problem, an
approach that is essential in the process of creating

a computer programme.

Algorithmic
Transparency

COPPA (USA) Algorithmic transparency refers to the need for
algorithmic systems - particularly those that make
decisions or significantly affect citizens - to be
understandable. It does not require full disclosure
of source code, but rather the provision of sufficient
information to allow comprehension, interpretation

and, ultimately, accountability.

Artificial
Intelligence
System

Al System A machine-based system that is designed to operate
with varying levels of autonomy and that may exhibit
adaptiveness after deployment, and that, for explicit
or implicit objectives, infers, from the input it receives,
how to generate outputs such as predictions, content,
recommendations, or decisions that can influence

physical or virtual environments (EU Al ACT).

Simplified definition: It is a computer-based system
that can operate on its own (autonomously) at varying
levels. It can learn and adapt even after it has been put
into use, as well as generate outputs (e.g. predictions,
texts, recommendations or decisions). It does this by
analysing the information it receives.

TeachAl
https://www.teachai.org/
ailiteracy

MESY, Informatics /
Computer Science,
Gymnasium, Class C (Notes)
https://sch.cy/sm/24/
pliroforiki_c_gym_simeioseis.
pdf

EU

https://eur-lex.europa.
eu/legal-content/EL/
TXT/?uri=CELEX:32024R1689

EU ACT
https://eur-lex.europa.
eu/legal-content/EL/
TXT/?uri=CELEX:32024R1689


https://www.teachai.org/ailiteracy
https://sch.cy/sm/24/pliroforiki_c_gym_simeioseis.pdf
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32024R1689
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32024R1689

Artificial Neural Neural
Networks Networks
Bias Bias

Big Data / Big Data Big Data
Sets

Chatbot Chatbot

A computer system that is designed as a
collection of units and nodes, inspired by
biological neural neurons in animals, connected
in such a way as to transmit signals.

Bias is an inclination of prejudice towards or
against a person, object or position. Bias can arise
in many ways in Al systems. For example, in data-
driven Al systems, such as those produced through
machine learning, the existence of bias errors in
data collection and training can result in the Al
system demonstrating bias. In logic-based Al, such
as rule-based systems, bias can arise due to how
a knowledge engineer might view the rules that
apply in a particular setting.

It does not necessarily relate to human bias or
human-driven data collection. It can arise, for
example, through the limited contexts in which

a system is used, in which case there is no
opportunity to generalise it to other contexts. Bias
can be good or bad, intentional or unintentional.

In certain cases, bias can result in discriminatory
and;/or unfair outcomes (e.g. unfair bias).

The term refers to collected data sets that are so
large and complex that their processing requires
new technologies, such as artificial intelligence.
The data comes from many different sources. It

is often of the same type, for example, GPS data
from millions of mobile phones is used to mitigate
traffic jam; but it can also be a combination,

such as health records and patients’ app use.
Technology enables this data to be collected very
fast, in near real time, and analysed to derive new
insights.

A chatbot is a computer programme that simulates
human conversation with an end user. Not all
chatbots are equipped with Al, but modern chatbots
increasingly use conversational Al techniques

such as natural language processing (NLP),

to understand user questions and automate
responses to them.

EU

https://op.europa.eu/en/
publication-detail/-/publication/
d81a0d54-5348-11ed-92ed-
01aa75ed71al/language-el

EU
https://education.ec.europa.eu/
news/ethical-guidelines-on-the-
use-of-artificial-intelligence-and-
data-in-teaching-and-learning-
for-educators

https://www.europarl.
europa.eu/topics/en/
article/20210211ST097614/
big-data-definition-benefits-
challenges-infographics

https://www.ibm.com/think/
topics/chatbots


https://op.europa.eu/en/publication-detail/-/publication/d81a0d54-5348-11ed-92ed-01aa75ed71a1/language-el?afd_azwaf_tok=eyJraWQiOiIxNkY3M0JFMkNDMjZDOUM1ODBGMzM4NjAzN0I1ODRCQTc4REQ1ODcwQUFFRkJGNEZDRUJFOUZEQkNGMENGMTNEIiwiYWxnIjoiUlMyNTYifQ.eyJhdWQiOiJvcC5ldXJvcGEuZXUiLCJleHAiOjE3ODEyOTAyNjAsImlhdCI6MTc4MTI5MDI1MCwiaXNzIjoidGllcjEtNWRiNmQ5YzVkOS1xcjI0OCIsInN1YiI6IjYyLjIyOC4xMDIuMTU1IiwiZGF0YSI6eyJ0eXBlIjoiaXNzdWVkIiwicmVmIjoiMjAyNjA2MTJUMTg1MDUwWi0xNWRiNmQ5YzVkOXFyMjQ4aEMxTVJTZmJyYzAwMDAwMDBkcjAwMDAwMDAwMDFidjgiLCJiIjoiT0lQTl9BQ3pMektEZHMxZWtmNDdZOTNwQUItV2FOb2ZtLTRkODVySloxNCIsImgiOiJqNVFNdFVZNUJHOXZ6b1lqLVpQS0Q3TUtGMjhpTTRUOFdNU0VpQTBvbWdVIn19.ERjuAPTEyB1-546ISE5mqL_INP8aonmENC0AMCKiRGbT_9KO57GNWf152JuRQvNzI1du0tyglpoGY8ESbfAMs0YDE7sIXLjcvXo9kLe26r7YMVAb1jOM6CkPQtPotH7-R-CGsvPUAWpGdIxvn2EssitKpu8NzgU3WETmpcPlwWZEnqhYgBJ55gV_msPXFGDV5cUFaSJeCKkfizwF8kgwb_h4wh8fmX2q7i-QvShC1O0Sj3LUBvj8aAtGQQu7L2cyr3pcgnWo3vkH81_R3h89ZfZe1Gsk4IMN8G9tAqyGqE16hw5VrNEXrtLm5k1lSurRiSWS1F-HSp_EvJY1c4bWgg.WF3obl2IDtqgvMFRqVdYkD5s
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators
https://www.ibm.com/think/topics/chatbots

Children’s COPPA

Online (USA)
Privacy
Protection

Act

Data Data
Data Data

Literacy  Literacy

Deep DL
Learning

The Children’s Online Privacy
Protection Act is a US law that guards
children’s online privacy. It applies to
websites and online services directed
at children under 13 and requires
verifiable parental consent before
collecting personal information. This
law empowers parents with access
and deletion rights, with the ultimate
goal of protecting children in the
digital world.

Any digital representation of acts,
facts or information and any
compilation of such acts, facts or
information, including in the form
of sound, visual or audio-visual
recording.

The term refers to the skills,
knowledge and understanding that
allow users, consumers and
businesses to gain awareness of

the potential value of the data they
generate and/or produce and share,
and that they are motivated to offer
and provide access to, in accordance
with relevant legal rules.

Data literacy should go beyond
learning about tools and technologies
and aim to equip and empower
citizens

with the ability to benefit from an
inclusive and fair data market.

Deep learning techniques are part of
machine learning methods and are
based on artificial neural networks.
They are applied in different tasks,
e.g. to recognise objects in images or
words in speech.

USA FEDERAL GOV
https://www.ftc.gov/legal-library/browse/rules/
childrens-online-privacy-protection-rule-coppa

EU
https://eur-lex.europa.eu/eli/reg/2023/2854/0j/eng

EU
https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:32023R2854&qid=1752140505590

EU

https://education.ec.europa.eu/news/ethical-
guidelines-on-the-use-of-artificial-intelligence-and-
data-in-teaching-and-learning-for-educators


https://www.ftc.gov/legal-library/browse/rules/childrens-online-privacy-protection-rule-coppa
https://eur-lex.europa.eu/eli/reg/2023/2854/oj/eng
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32023R2854&qid=1752140505590
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators

Digital
Competence

Digital device

Digital Service
Act

Digital
Technology

EU Artificial
Intelligence
ACT

Digital
Competence

Digital device

DSA (EU)

Digital
Technology

Al ACT (EU)

Digital competence (a combination of knowledge,
skills and attitudes) is developed throughout an
individual’s life and involves the confident, critical
and responsible use of, and engagement with,
digital technologies for learning, at work, and for
participation in society. It includes information and
data literacy, communication and collaboration,
media literacy, digital content creation (including
programming), safety (including digital well-
being and competences related to cybersecurity),
intellectual property related questions,

problem solving and critical thinking. (Council
Recommendation on Key Competences for Lifelong
Learning, 22 May 2018, ST 9009 2018

INIT).

A digital device is defined as any electronic device
that processes, stores or transmits information
using digital data, i.e. data in binary form (0 and

1). This means that the device converts any type of
information (sound, image, text, etc.) into a series of
distinct “bits”.

The Digital Services Act introduces rules for

online intermediary bodies and platforms, such

as marketplaces, social media networks, content
exchange platforms, app stores and online travel
and accommodation platforms. The main goal of the
Act is to prevent illegal and harmful activities online
and disinformation. It promotes user safety, protects
fundamental rights and creates a fair and open
environment for online platforms.

Digital technology is defined as any electronic
technology that uses data in binary form, i.e. in the
form of bits representing the values 0 and 1.

The Al Act is the first-ever legal framework on
Al, which addresses the risks of Al and positions
Europe to play a leading role globally.

EU

https://joint-research-
centre.ec.europa.eu/
projects-and-activities/
education-and-training/digital-
transformation-education/
digital-competence-framework-
digcomp_en

Multiple sources

EU
https://digital-strategy.
ec.europa.eu/en/policies/
digital-services-act

Multiple sources

Al ACT
https://digital-strategy.
ec.europa.eu/el/policies/
regulatory-framework-ai


https://joint-research-centre.ec.europa.eu/projects-and-activities/education-and-training/digital-transformation-education/digital-competence-framework-digcomp_en
https://digital-strategy.ec.europa.eu/en/policies/digital-services-act
https://digital-strategy.ec.europa.eu/el/policies/regulatory-framework-ai

Everyday
Al

Everyday Al

Expert
Systems

Expert
Systems

General GDPR
Data

Protection
Regulation

(EV)

General-  GPAI
purpose Al

Model

Al systems we use in our daily lives (e.g.
personalised web search, smartphones,
machine translations, smart homes, cities
and infrastructure, smart cars and navigation
systems).

These are computer systems that use
artificial intelligence methods to solve
problems within a specialised domain that
ordinarily requires human expertise. The first
expert system was developed in 1965 by
Edward Feigenbaum and Joshua Lederberg
of Stanford University in California. U.S.
Dendral, as their expert system was later
known, was designed to analyse chemical
compounds. Expert systems now have
commercial applications in fields as diverse
as medical diagnosis, petroleum engineering
and financial investing.

THE REGULATION (EU) 2016/679 OF THE
EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016 on the protection
of natural persons with regard to the
processing of personal data and on the

free movement of such data, General Data
Protection Regulation (GDPR), entered into
force on 25 May 2018. The GDPR repealed
Directive 95/46/EC, whose provisions were
transposed into Law 138(1)/2001.

General-purpose Al model means an Al
model, including where such an Al model
is trained with a large amount of data using
self-supervision at scale, that displays
significant generality and is capable of
competently performing a wide range of
distinct tasks, regardless of the way the
model is placed on the market and that can
be integrated into a variety of downstream
systems or applications; The term does not
include Al models that are used for research,
development and prototyping activities
before they are placed on the market.

European Parliament
https://www.europarl.europa.eu/topics/el/
article/20200827ST085804/ ti-einai-i-techniti-
noimosuni-kai-pos-chrisimopoieitai

BRITANNICA

https://www.britannica. com/technology/expert-system

EU
https://eur-lex.europa.eu/legal-content/EN/
TXT/HTML/?uri=CELEX:32016R0679

Al ACT
https://eur-lex.europa.eu/legal-content/EL/
TXT/?uri=CELEX:32024R1689


https://www.europarl.europa.eu/topics/el/article/20200827STO85804/ti-einai-i-techniti-noimosuni-kai-pos-chrisimopoieitai
https://www.britannica.com/technology/expert-system
https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=CELEX:32024R1689

Generative Al
(GenAl)

Hallucinations

Information
System

IP address

GenAl

Information
System

IP address

Generative Al (GenAl) systems are a category of Al systems
that generate digital content in response to prompts written
in natural language (e.g. text, speech). These systems draw
data from existing content (e.g. websites, databases, social
media) and generate seemingly new content.

The content can appear in formats that comprise all
symbolic representations of human thinking: texts written
in natural language, images (including photographs, digital
paintings and cartoons), videos, music and software code.
Their operation is based on the statistical analysis and
distribution of words, pixels or

other elements in the data they have access to. Once they
have identified recurring patterns (for example, which
words typically follow which other words), they predict the
resulting output.

In Artificial Intelligence (Al) systems, particularly in large
language models (LLMs) and generative Al, “hallucinations”
refer to outputs that are incorrect, illogical, or misleading,
yet presented by the Al as if they were true or accurate.

The term is an unfortunate metaphorical analogy to human
hallucinations, suggesting a disconnect from reality, even
though Al models do not “perceive” or “experience” the
world in the way humans do.

An information system is an organised set of people,
processes, data and technology that collects, processes,
stores, retrieves and distributes information to achieve a
specific goal.

An [P address (Internet Protocol address) is a unique
numerical identifier assigned to devices on a computer
network that uses the Internet Protocol standard for
purposes of identification and communication with each
other.

Every device on the network - such as routers, computers,
time servers, printers, internet fax and certain telephones
- must have its own unique address. An IP address can

be seen as the equivalent of a home address or telephone
number (e.g. VoIP) for a computer or other network device
on the internet. Just as every home address and telephone
number corresponds to a single building or telephone, an
IP address is used to uniquely identify a computer or other
device connected to the network.

https://unevoc.unesco.
org/,

https://unesdoc.
unesco.org/
ark:/48223/
pf0000386693.
locale=en

Multiple sources

https://bit.ly/eme-
edu-gr-pliroforiaka-
systimata

https://en.wiki-
pedia.org/wiki/
IP_address#cite_note-
rfc760-1


https://www.unevoc.unesco.org/
https://unesdoc.unesco.org/ark:/48223/pf0000386693.locale=en
https://blogs.e-me.edu.gr/hive-1epal-ilioup-g-pliroforiaka-sistimata/2021/06/14/%ce%bf%cf%81%ce%b9%cf%83%ce%bc%cf%8c%cf%82-%cf%80%ce%bb%ce%b7%cf%81%ce%bf%cf%86%ce%bf%cf%81%ce%b9%ce%b1%ce%ba%ce%bf%cf%8d-%cf%83%cf%85%cf%83%cf%84%ce%ae%ce%bc%ce%b1%cf%84%ce%bf%cf%82/
https://en.wikipedia.org/wiki/IP_address#cite_note-rfc760-1

Large

Language

Model

Learning
Analytics

Learning
Design

LLM

Learning
Analytics

Learning
Design

A large language model is a type of artificial
intelligence algorithm that

uses deep learning techniques and
massively large data sets to understand,
summarise, generate, and predict new
content. The term generative Al is also
closely connected with LLMs, which are, in
fact, a type of generative Al that has been
specifically architected to help generate text-
based content.

The process of measuring, collecting,
analysing and reporting data about students
and their learning environment for purposes
of understanding, optimising and improving
learning outcomes, using educational data
mining and other techniques.

Learning design refers to the process

by which teachers/trainers plan, review
and structure learning activities. It is

a systematic and pedagogically sound
approach to creating effective learning
experiences, focusing on the alignment of
learning objectives, content, methods and
assessment. (Conole, 2008; Masterman,
2008; Donald et al., 2009).

A learning design model helps define the
activities that lead to the development of
projects for learning with digital media.
Learning design involves the

systematic development of specifications,
drawing on learning and educational
theory to ensure quality in education. In
work-related training, the aim of learning
design is to improve employee performance
and enhance organisational efficiency
and effectiveness. Various models exist
for designing educational systems, most
of which are based on well-established
frameworks such as the ADDIE model
(Analysis, Design, Development,
Implementation, and Evaluation).

UNESCO

https://unevoc.unesco.org/bilt/
tvetipedia+glossary/lang=en/show=term/
term=Large+language+models#:~:text=Large%?20
language%20models%20(LLM),generate%?20
and%20predict%20new%20content

UNESCO
https://unevoc.unesco.org/home/
tvetipedia+glossary/lang=en/show=term/
lang=en/term=Learning+analytics#start

https://www.cpsctech.org/2019/11/training-
manual-on-instructional-design.html

https://mentep.pi.ac.cy/digital-pedagogy


https://connect.unevoc.unesco.org/home/TVETipedia+Glossary/lang=e/show=term/term=large+language+models
https://connect.unevoc.unesco.org/home/TVETipedia+Glossary/lang=en/lang=en/show=term/term=Learning+analytics
https://www.cpsctech.org/2019/11/training-manual-on-instructional-design.html
https://mentep.pi.ac.cy/digital-pedagogy

Learning
Manage-
ment
System

Literacy

Machine
Learning

Personal
data

Prompt

LMS

Literacy

ML

Personal
data

Prompt

A software platform used to create, manage and

deliver online courses, enabling distance learning and
collaboration between instructors and students. Its
functions include posting teaching resources (texts,
videos), organising exercises and assessments,
communicating via forums and messages, and monitoring
student progress (e.g. Moodle).

According to UNESCO’s 1958 definition, the term refers to
the ability to read and write, with understanding, a short,
simple sentence about one’s everyday life. The concept of
literacy has since broadened to include various skill areas,
each of which is broken down into a scale of varying levels
of knowledge and serves different purposes.

The ability of a computer system to learn, extract
patterns and change in response to new data, without
the help of a human being.

Personal data means any information relating to an
identified or identifiable natural person (“data subject”);
an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference
to

an identifier such as a name, an identification number,
location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that
natural person.

A prompt is the input (e.g. text, voice, image, etc.) given
to an Al dialogue model

to elicit a response/answer/output. A well-crafted
prompt provides the context, constraints and
expectations needed for the model to predict the most
relevant results. For example, asking a model to “write
a short story about a futuristic city” will yield different
outcomes than “describe a futuristic city in detail,
focusing on its architecture and culture”.

MOODLE
https://moodle.com/news/what-
is-an-Ims-learning-management-
systems-explained/

UNESCO
https://unevoc.unesco.org/
home/TVETipedia+Glossary/
lang=en/show=term/
term=Literacy#start

https://unesdoc.unesco.org/
ark:/48223/pf0000218003

https://education.ec.europa.eu/
news/ethical-guidelines-on-the-
use-of-artificial-intelligence-and-
data-in-teaching-and-learning-
for-educators

EU

https://eur-lex.europa.
eu/legal-content/EL/
TXT/?uri=celex:32016R0679

https://www.ibm.com/think/
topics/prompt-engineering-
guide#7281535


https://moodle.com/news/what-is-an-lms-learning-management-systems-explained/
https://connect.unevoc.unesco.org/home/TVETipedia+Glossary/lang=en/show=term/term=Literacy#start
https://unesdoc.unesco.org/ark:/48223/pf0000218003
https://education.ec.europa.eu/news/ethical-guidelines-on-the-use-of-artificial-intelligence-and-data-in-teaching-and-learning-for-educators
https://eur-lex.europa.eu/legal-content/EL/TXT/?uri=celex:32016R0679
https://www.ibm.com/think/prompt-engineering#7281535

Response/
Output

Robot

Sensitive
personal data

Sustainability
| Sustainable
development

Output

Robot

Sensitive
personal data

The response, or output, is the material
produced by a system (Al) that is also
available for use outside the system,
alongside any material produced for end
use by the system itself (e.g. predictions,
content, recommendations or decisions
that can influence physical or virtual
environments).

A robot is a machine, typically
programmed by a computer, capable

of performing a complex sequence of
actions automatically. Key features
include programmability, autonomous or
semi-autonomous operation, and physical
interaction with the environment through
sensors, computing power and actuators.
Robots are commonly used to replace
human labour in dangerous, tedious, or
repetitive tasks.

Origin of the term:

The term “robot” originates from the
Czech word “robota”, meaning “forced
labour” or “drudgery”. It was coined by
Czech writer Karel apek in his 1920 play
R.U.R. (Rossum’s Universal Robots).

Sensitive personal data is a special
category of personal data revealing racial
or ethnic origin, political opinions, religious
or philosophical beliefs, trade union
membership, genetic data, biometric data
processed solely to identify a human being,
health-related data, data concerning a
person’s sex life or sexual orientation.

Development that meets the needs of the
present without compromising the ability of

future generations to meet their own needs.

Al ACT
https://eur-lex.europa.
eu/legal-content/EN/TXT/
HTML/?uri=0J:L_202401689

Multiple sources

EU

https://commission.europa.eu/
law/law-topic/data-protection/
rules-business-and-organisations/
legal-grounds-processing-data/
sensitive-data/what-personal-data-
considered-sensitive_el

UNESCO
https://sustainabledevelop-
ment.un.org/content/docu-
ments/5987our-com-mon-future.pdf


https://eur-lex.europa.eu/legal-content/EN/TXT/HTML/?uri=OJ:L_202401689
https://commission.europa.eu/law/law-topic/data-protection/rules-business-and-organisations/legal-grounds-processing-data/sensitive-data/what-personal-data-considered-sensitive_el
https://www.un.org/en/academic-impact/sustainability

TERM ACRONYM DEFINITION / EXPLANATION ADDITIONAL INFORMATION

OR WORD USED
Symbolic Al Symbolic Al Symbolic artificial intelligence, also known  TECHTALKS
as “Good Old-Fashioned Al” (GOFAI), isan  https://www.linkedin.com/pulse/
approach to artificial intelligence based power-symbolic-systems-approach-
on manipulating symbols and rules to artificial-ai-doug-rose-cgzcf

perform complex tasks such as logical
reasoning, problem solving, and language
comprehension.

Unlike machine learning, it does not rely on
huge amounts of data to “learn”, but uses
a system where rules and knowledge have
been explicitly programmed by humans.
This approach allows for transparent and
explainable decision-making processes.

United Nations  UNICEF UNICEF represents the United Nations UN

Children’s Fund Children’s Fund and works in over 190 https://www.unicef.org/
countries and territories to protect children’s
lives, to defend their rights and to help them
fulfil their potential, from childhood through

adolescence.
United Nations  UNESCO UNESCQO is the United Nations Educational, ~UN
Educational, Scientific and Cultural Organisation. It was  https://www.unesco.org/
Scientific founded on 16 November 1945 and has
and Cultural since been offering its specialised services
Organisation in the above-mentioned fields throughout
the world.

NOTE: In this document, references to the glossary are indicated by the symbol |L _| ”
1


https://www.linkedin.com/pulse/power-symbolic-systems-approach-artificial-ai-doug-rose-cgzcf
https://www.unicef.org/
https://www.unesco.org/en







PART A

POLICY DOCUMENT OF THE MINISTRY OF EDUCATION,

SPORT AND YOUTH ON ARTIFICIAL INTELLIGENCE

Introduction

As Artificial Intelligence (Al) | j systems continue to evolve,
it is essential for every educational system to establish policy

C _ _ _ The guiding
guidelines and support teachers in understanding both their .

o _ _ _ principle is the best
role and capabilities in the teaching and learning process, in interests
responsible and effective ways. The key consideration should _

. . and well-being of every
always be the best interests and well-being of every human ]
human being.

being. This document has been developed precisely to serve
that purpose.

ithin the framework of the Education Policy of the Republic of Cyprus, the Ministry of
Education, Sport and Youth (MESY) places the individual and the citizen of the 21st century
at the heart of its vision. At the same time, it closely follows and responds to international
and European trends and challenges emerging in @ modern world where the boundaries
between the digital and physical realms are blurred. In response to the challenges posed by Al, in particular
Generative Artificial Intelligence (GenAl) | |, MESY has incorporated Al Literacy | | into its policy

and, consequently, into its strategic planning. This includes the development of Al-related competences
(attitudes, knowledge and skills) for both teachers and students. The “GUIDELINES FOR THE RESPONSIBLE
AND ETHICAL UTILISATION OF ARTIFICIAL INTELLIGENCE IN PRIMARY AND SECONDARY EDUCATION” for
Teachers, Students and Parents, have been prepared against this backdrop.

The field of Al has become widely known in recent years, mainly due to the rapid dissemination and
widespread accessibility of Generative Artificial Intelligence (GenAl) and its seemingly impressive
performance, which has the potential to reshape social, economic and professional environments. Education
has inevitably been impacted by this emerging technological domain. Recognising the challenges and
specific characteristics that GenAl introduces into the educational process, international and European
organisations have joined forces with education systems to provide recommendations and guidelines and to
establish policies and measures aimed at developing the competences (knowledge, skills and attitudes) of
teachers and students as active citizens.




The guidelines presented in this document aim to establish the framework for the informed and
pedagogically appropriate utilisation of Al, while acknowledging its potential. It should also be noted that
its utilisation is not considered mandatory, as independent research into its pedagogical benefits and
safe use is still ongoing.

Furthermore, the integration of Al Literacy into the Curriculum is being promoted. This involves the
development of competences that aim to:

‘ foster attitudes related to the ethical and responsible application of Al knowledge and skills

‘ develop knowledge about Al, including its historical evolution and its impact on individuals,
the environment and the workplace, and

‘ cultivate skills for the use and/or development of Al systems,

with the ultimate aim of ensuring a smooth transition to the complex digital world, while safeguarding
human rights and well-being.

Particular emphasis is placed on the role of teachers and on Al Literacy
strengthening their professional development in Al literacy. encompasses technical

To this end, MESY continues to implement and intensify knowledge, “resilient” skills
further training programmes addressed to Primary and and attitudes that are beneficial
Secondary Education teachers. to the future of every human being

and necessary for their well-being
in a world impacted by Al.




Artificial Intelligence and Education

What do we Understand by the Term Al

uman evolution has always been closely linked to technological evolution. For instance, humans
invented the wheel which, in turn, “led” them to the next stages of their evolution. The same applies to

digital technologies | |, such as computers.

In the 1940s, when the foundations for Al were laid, Alan Turing' designed his well-known experiment,
which aimed to determine whether a machine, a computer, could be considered “intelligent”. To reach
this conclusion, he argued that an “intelligent machine” would be able to generate responses capable
of misleading humans into believing they originated from another human. His endeavour laid the

groundwork for the entire field of Al, as it linked human intelligence with the capabilities of computers.

Artificial intelligence (Al) emerged in the 1950s, inspired by Alan Turing’s idea of “intelligent” machines,
but the term was coined by John McCarthy. Early programmes demonstrated the initial potential.

In the 1960s, the first tangible systems, such as the chatbot | | ELIZA? were developed. However,
overly ambitious expectations led to the so-called “Al Winter” of the 1970s, characterised by reduced
funding and slow progress.

The 1980s marked a revival driven by the commercial success of expert systems | | and the
development, amongst others, of artificial neural networks. [ |

In the 1990s, the rise of the internet shifted attention towards Machine Learning [ | culminating in
IBM’s Deep Blue?® defeating Garry Kasparov. During the 2000s, significant advances in algorithms | |
and the creation of large data sets laid the foundations for deep learning | | .

The 2010s saw an explosion of deep learning, enabled by Big Data | | and the computing power of
GPUs (Graphics Processing Unit). Models such as AlexNet revolutionised image recognition and led to the
widespread use of virtual assistants (Personal Digital Assistants).

In the 2020s, particularly after 2022, generative Al | | has become increasingly dominant, with
conversational models producing text, images and code, amongst others. While this development offers
compelling opportunities, it also raises serious challenges, such as misinformation and ethical concerns.

1
2
3

https://www.turing.ac.uk/blog/what-alan-turing-means-us

https://www.csail.mit.edu/news/eliza-wins-peabody-award

https://www.ibm.com/history/deep-blue



https://www.turing.ac.uk/blog/what-alan-turing-means-us
https://www.csail.mit.edu/news/eliza-wins-peabody-award
https://www.ibm.com/history/deep-blue
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The diagram presents the key
milestones in the evolution of Al from
the 1950s to the present day.

The evolution of Al demonstrates that
Al systems can easily mislead users;
however, these systems have not
mastered the process of real reasoning,
as performed by humans.

The rapid growth of digital technologies
and data has influenced and continues
to influence both the understanding

of the concept of “ARTIFICIAL
INTELLIGENCE” and the capabilities

of Al systems. While early forms of Al
used symbols and rules for reasoning
(Symbolic Al 1), itis essential to adopt -
as a basis for policy development - a
definition of Al that is consistent with the
modern era, in which Al is based on
Machine Learning | | with algorithms | |
that generate patterns from large volumes
of data | |.



Definition and Fundamental Principles
Governing MESY’s Policy on Artificial Intelligence

Following a thorough study and literature review, MESY adopts the following definition for Al:

Artificial Intelligence (Al) is an information system AR thatincludes technologies and
data and is designed, developed and adapted to simulate human intelligence functions,
such as data processing, reasoning, interpretation and learning. In order to achieve its
goals, it automates processes for problem solving, decision making, forecasting and

content generation. Such a system operates with algorithms that recognise patterns
and identify trends in order to seemingly generate the best possible predictions, serving
the original purpose for which it was designed.

The purpose, capabilities and technologies used define different types and categories of Al systems. For
example, devices we use in our daily lives, such as smart watches, belong to the category of “everyday
AlI” | ] . However, the type of Al system that has radically changed human interaction with digital
technologies is Generative Artificial Intelligence (GenAl) || .

Generative Artificial Intelligence (GenAl) is a type of Al system that functions as a
conversational and interactive environment in which users employ natural language
forms (e.g. speech, written text) in order to prompt the system to respond by generating
digital content (e.g. text, image, sound, video, code). Although it appears to be original,
the generated content is derived from the utilisation of large amounts of data and the
continuous adaptation of the system during its interaction with users.

The dialogue is conducted through prompts || (questions, task descriptions, instructions, etc.)
entered by users and suggested responses from GenAl systems in the form of symbolic representations
of human thought: texts written in natural language, images (including photographs, digital paintings
and animations), videos, music and code. The suggested digital content is generated by statistical
analysis of the distributions of words, pixels or other elements in the data absorbed, as well as by
identifying and repeating common patterns. One such example in written language is collocations, where
two words usually follow each other and have a specific meaning.




Most GenAl systems are designed by large companies for the general public and not for educational
purposes, with User Acceptance Policies that include terms of use, such as age restrictions. However,
in parallel with the work of these companies, there is ongoing research and development of specialised
pedagogical environments (platforms, tools), designed in collaboration with experts in the fields of
pedagogy, educational technology and Al, based on learning theories, pedagogical principles and
specific needs. It should be noted that these systems must comply with personal data protection
regulations (e.g. GDPR*, DSAS, DATA ACT®, COPPA’, Al Act®) to ensure the protection of children’s and
teachers’ data.

Based on the above definitions of Al systems, the fundamental principles governing MESY’s policy
are the following:

Human-centred Pedagogical Ethics,
approach Utilisation Compliance

and Protection

Al Literacy Human
and Critical Thinking contribution

1. Human-centred approach: Al systems are technologies that must be designed to support humans,
their activities and/or their needs, in an inclusive and equitable way for all.

2. Al literacy and Critical Thinking: Al literacy, which includes the development of Al skills
(knowledge, skills, attitudes) with critical thinking as its cornerstone, is a prerequisite for the
responsible, ethical and effective utilisation of Al by teachers, students and citizens in general.

3. Pedagogical Utilisation: If utilised in education, Al systems must be aligned with the Curriculum,
as well as with the principles and guidelines governing the development and use of Educational
Technology and evidencing their pedagogical added value.

o N o o b

General Data Protection Regulation

Digital Services Act

Harmonised rules on fair access to and fair use of data
Children’s Online Protection Privacy Act

Artificial Intelligence Act



4. Human contribution: Data and experience from user activity, subject to their consent, constantly
feed back into Al systems which, in their current form, utilise Machine Learning, influencing the
outputs of Al systems and accordingly serving the purpose of their design.

5. Ethics, Compliance and Protection: The use of Al systems in education must be aligned with
recommendations and regulations to ensure quality education and human rights, personal data
protection, privacy, protection from all forms of discrimination and exclusion, and sustainability | |.
Therefore, such systems should be used with fairness, ethical considerations, responsibility, and
environmental awareness in mind, without promoting the commercialisation of education.

Opportunities and Challenges for Education

Despite the unprecedented popularity and accessibility of Al systems to the general public, their rapid

and uncritical use in everyday life is accompanied by intense caution and concern. On the one hand, their
widespread use and interaction with users continuously feeds new data into Al systems, contributing to their
improvement. On the other hand, serious concerns are raised about their ethical use, user safety and their
real impact on society.

The above cannot help but influence Educational Policies, a fact reflected in policy documents issued by
Governments and International Organisations, given that education is a priority. Independent research
continues to document the effectiveness of Al systems in education, as well as the conditions under
which they are most likely to be effective. However, to date, there is insufficient evidence regarding the
impact of Al use in education on student development, its relationship to learning outcomes, and the
implications for the safety of children and young people who use this technology.

Opportunities

According to the claims of certain researchers, the following are some of the opportunities that the
utilisation of Al systems potentially offers:

Learning Design | | (development, implementation, reflection and possible redesign of
teaching and learning strategies, e.g. Curriculum design, lesson plans, teaching, etc.).

Creation of supporting and learning material (material that is utilised in a learning design
and may take various forms, depending on the learning purpose it serves, e.g. worksheets, notes,
assignments of all types of learning assessment, images, texts, diagrams, representations, etc.).

Personalised learning and feedback (where the Online Learning Environment, e.g. LMS, | |
incorporates Al) for both students and teachers, encompassing adapted learning design and corresponding
supporting material, as well as assessment material according to the specific individual needs of each
student, e.g. specialised activities, visual or audio material, creation of simplified or more complex learning
assessment material.




Administrative tasks (administrative tasks that require time-consuming processing of data
and information, e.g. processing numerical data and generating reports, summarising and analysing
documents, forecasts, etc.).

Learning Analytics | | to improve learning outcomes and policy making (e.g.
systematic analysis of data from the learning process to understand the individual needs of students,
identify weaknesses in a timely manner and offer interventions for targeted teaching approaches with
evidence-based strategies and action plans).

Support for learning challenges and abilities (early diagnosis and support for many different
learning needs and particularities, e.g. suggestions, new methods of diagnosis, text-to-speech conversion
and vice versa, etc.)

Challenges

Some of the challenges arising from the utilisation of Al systems in education relate to issues concerning
human well-being, the quality of the generated content and environmental protection.

Challenges related to human well-being and interaction with Al systems include:

Overreliance (uncritical acceptance of and reliance on) Al results or outputs, leading to a
restriction of critical thinking and creativity (reproduction of content without reflection).

Emotional and psychological dependence on Al systems due to interaction®. It should be
noted that human interaction with Al systems, especially among minors, tends to become a normal social
relationship, when in fact it is not.

Misconceptions and loss of awareness of the physical world'®, something that has also been
observed in other digital environments, such as social media networks.

Competitive relationship between humans and Al systems, leading to the questioning and
devaluation of human ability and creativity.

Limitation of the development of communication and cooperation skills on a human level.

Social isolation and its consequences.

9 Corroborated by Bender et al. (2021), Weidinger et al. (2021), Yu et al. (2023)
10 Corroborated by Bender et al. (2021), Weidinger et al. (2021), Yu et al. (2023)




Challenges related to content generated by Al systems may include:

Inaccurate or unreliable (synthesis of information from various sources, possibly invalid or
outdated, e.g. compilation of an inaccurate biography of Aristotle, based on widespread but unfounded
myths, rather than authoritative academic sources).

Inappropriate or unsafe (content that may cause psychological or other harm, e.g. responses
from a dialogue model that include threats or incorrect advice).

Biased (content that is likely to be biased towards a social group, such as the production of an
image of a science laboratory in which appear mainly white boys wearing glasses)."!

Out of context (responses unrelated to the prompt given, e.g. a dialogue model was asked to
provide “information on the Battle of Salamis” and the response given was about tourist information for
the island of Salamis, completely ignoring the historical context of the question).

Without permission - violation of intellectual property rights (analysis and use of sources
for which no permission has been requested and to which no reference is made, e.g. creation of a digital
image using identical motifs from an original painting by a well-known painter, without permission and
without any reference to the original work).

Of dubious quality (e.g. Text-to-speech through an Al system proved to be of dubious quality,
as the monotonous and emotionless robotic voice failed to correctly convey the intonation of the
dialogues).

Other challenges for the environment and human rights:

Environmental impact from the consumption of energy, large quantities of water and other
natural resources, as well as an increase in pollutants.?

Lack of transparency in the development of Al systems by the companies that develop and
provide them.

Exploitation and commercialisation of personal and other data for systems training.

Inequalities between different socio-economic groups, exacerbated by unequal access to Al
systems, reinforcing existing inequalities and the digital divide.

Inequality in access to quality educational support is intensified, as students from higher
socio-economic classes have the advantage of reliable human guidance, unlike disadvantaged students
who only have access to untested and potentially inaccurate Al systems!3.

11
12
13

Corroborated by Bender et al. (2021), Weidinger et al. (2021), Yu et al. (2023)
Referred to in a study by Strubell et al. (2019)
Holmes, W., & Zhgenti, S. (2024). https://doi.org/10.69828/4d4kqf



https://projecteuclid.org/journals/journal-of-artificial-intelligence-for-sustainable-development/volume-1/issue-1/Exploring-the-Ethics-of-Generative-AI-Education-and-Democracy/10.69828/4d4kqf.full




PART B

ESY adopts a child-centred approach and places human rights and their protection as its highest
priority. At the same time, it recognises and promotes Al literacy for teachers and students as
a fundamental prerequisite for the utilisation of Al in the educational process. In this context,
it establishes guidelines and recommendations for Al in Primary and Secondary Education,
fully aligned with European and international ethical guidelines, as well as Digital and Artificial Intelligence
Competence frameworks (EU, UNESCO, OECD, Council of Europe)'.

For the purposes of this document, the following ISSUES, along with corresponding RECOMMENDATIONS
and CHECKLISTS, are identified, in order to frame, guide and define the utilisation of Al in Primary and
Secondary Education:
1. Age restrictions on the use of Al systems
Terms of Use of Al systems
Personal data, confidentiality and privacy policy in Al systems
Bias | |
Data validity

o o A~ LM

Ethics and content creation

Please note that this section is followed by specific guidelines targeting (a) Teachers/Trainers, (b) Students,
and (c) Parents/Guardians/Caregivers.

14 This Partis aimed more generally at individuals involved in the educational context, such as teachers, parents/guardians/
caregivers, students, representatives of educational authorities (e.g. inspectors)

15 DigComp 2.2, DigCompEdu, Al Competence Frameworks for Teachers and Students, Ethical and Guiding Principles on
the use of Al and data for teachers, 2024 Council of Europe Framework Convention on Artificial Intelligence and Human Rights,
Democracy and the Rule of Law



ISSUES — RECOMMENDATIONS — CHECKLISTS

“ ISSUE 1: Age restrictions on the use of Al systems

The International Convention on the Rights of the Child'® defines a child as
every human being below the age of 18, a category that includes all primary
and secondary school students. This definition entails a strict legal protection
framework, under which every adult (parent, guardian, teacher) bears legal
responsibility for the safety, well-being and protection of children under their
supervision.

This responsibility also extends to the digital world. Companies that develop and
distribute Al systems | | including Generative Al (GenAl) [ | limit themselves
to setting minimum age requirements, without adapting their products from a
pedagogical perspective or ensuring the protection of minors. As a result, the
legal obligation for safe use is transferred entirely to adults.

Therefore, setting boundaries, supervising and educating children on the

use of Al systems - as recommended by UNESCO' - is not merely a moral
obligation. It constitutes the practical fulfilment of the legal responsibility of
adults to protect children from the documented risks identified by UNICEF® for
their cognitive and psycho-emotional development.

Companies that provide Al systems and applications, especially GenAl
systems, apply different age policies — primarily for reasons of legal
compliance — and typically target users over 18 years of age. Most GenAl
systems do not allow access to children under the age of 13, although
some state that in case of access, it should be supervised by a
responsible adult. For ages 13-18, “parental consent” is required to
access GenAl systems. By providing “parental consent”, the adult accepts
full responsibility for supervising the child’s activity, understanding the terms
of use and protecting the child from inherent risks, irrespective of the specific
provisions of the General Data Protection Regulation || (GDPR') on data
management.

16 UNICEF, International Convention on the Rights of the Child

17 UNESCO, Guidelines for Generative Artificial Intelligence in Education and Research, p. 26

18 UNICEF, Policy Guidance on Al for Children v. 2.0, p.20

19 General Data Protection Regulation

In our country, the
GDPR states that
“...the processing of
personal aata is lawful
where the child is at
least fourteen (14)
years old. For a child
younger than fourteen
(14), the processing
of personal data is
lawful when consent is
given or authorised by
the holder of parental
responsibility over the
child.” %

20 https://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/BAE2F781893BC27DC225820A004B7649/$

file/NOpOG%20125(1)_2018.pdf (point 8)


https://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
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RECOMMENDATION 1 - Age restrictions on the use of Al systems:

Based onthe above, and taking into account international guidelines and recommendations,
itis NOT recommended that children under the age of 14 have a personal account accessing
Al systems, nor that they use another person’s account. An exception applies to Al systems
that will be approved by the Ministry of Education, Sport and Youth (MESY) for educational
purposes and which will require “parental consent”.

For children aged 14-18, “parental consent” is recommended for access to Al systems
through a personal account, both within and outside the educational context.

“Parental consent” should not be treated as a mere formality, as it legally transfers
full responsibility to the adult. On the contrary, it must be a conscious decision, aimed
at protecting the child’s rights, personal data and well-being. This requires active and
continuous supervision, clear boundaries and educating the child on the principles and
functioning of Al systems. This conscious and active approach essentially fulfils the
obligation to protect all minors in the digital world.

CHECKLIST 1 - Age restrictions on the use of Al systems:

0 | am aware that the age limits for use stated in Al systems do not necessarily protect children
from violations of their rights and from exposure to environments that do not reflect their age
maturity.

| am informed, and inform others, about the age limits of Al applications; however, |
understand that these limits transfer responsibility to adults. This is in compliance with the GDPR
applicable in my country.

| am aware that it is not recommended for children under the age of 14 to create accounts
and to access Al systems, in particular GenAl systems, unless these are approved by MESY for
educational purposes.

O When giving or requesting “parental consent” for the use of Al systems, | make sure to provide
information or to be fully informed about their purpose and manner of use, as well as my own
supervisory role with regard to the child’s well-being and safety.

| ensure, as much as possible, that the Al systems potentially used in an educational setting
safeguard children from any risk (harmful content, addiction, exposure of personal data, etc.).



“ ISSUE 2: Terms of Use of Al Systems

The terms of use, also known as “terms of service” or “user agreement”, constitute a framework agreement
that defines the relationship between a company and its users - whether for a service, platform, or product

- and are intended to provide legal coverage for companies. Typically, terms of use include age restrictions,
details about the service, rules of use, privacy and cookie policies, limitations of liability, payment methods,
and the right to amend the terms. Understanding these terms is essential for protecting and safeguarding the
user’s rights and personal data.

Accordingly, through their terms of use, Al systems inform users about the context of the agreement which
includes, amongst others, rights and responsibilities, and require users to accept them, as a prerequisite for
using the system.

Rights - For the company, the terms of use define its rights, such as providing and modifying the service,
blocking access in case of violations and using data, as well as collecting the IP addresses | | of the
devices used.

Users have the legal right - and responsibility - to invoke the terms of use in the event of a breach.

Responsibility - The terms of use define the legal responsibility, primarily of the companies, for issues
related to interception or personal data breach, including the IP address, copyright management, and dispute
resolution procedures.

RECOMMENDATION 2 - Terms of Use of Al Systems:

e

All users (including parents/guardians/caregivers/teachers) must be aware - before
deciding to use them themselves or recommend their use to others - that the terms of use
of Al systems constitute the legal framework of the agreement with the provider. While

individual responsibility exists, the protection of users’ rights must also be guaranteed
through national laws and regulations. It is important to ensure that companies are legally
required to present their terms of use in clear and understandable language for all users.

o
‘ = || CHECKLIST 2 - Terms of Use of Al Systems:

O | check the relevant age limits.

| am informed about the management of my personal data (what data is processed, where it is
stored and who has access to it).



O | am aware that | may take legal action in the event of a breach of my rights as a user (e.g.
leakage, forwarding to third parties, use of my personal data, including my IP address, for other
services provided by the company).

O | am informed about the origin of the data used by the service (e.g. online sources).

O | am informed about procedures for accessing, retrieving and deleting my personal data in
case the company discontinues the service or if | choose to stop using it.

“ ISSUE 3: Personal data, confidentiality and privacy policy in Al systems

Personal data is any information that may lead to the identification of an individual.

Typical examples of personal data include the name, identity card number, passport number, home address
or email address, bank account or card numbers, medical information, location data, photographs, biometric
data (e.qg. fingerprints, voice, facial geometry, etc.), personal beliefs (e.g. religion) or sexual orientation and,
of course, the IP address of digital devices connected to networks and the internet. The personal data of
users of Al systems is available to the providers of these systems and, by accepting all terms of use, such
data may be used by the companies or shared with third parties.

RECOMMENDATION 3 - Personal data, confidentiality and privacy policy
in Al systems:

S

All users (including parents/guardians/caregivers/teachers) who use or promote a service,
platform or product must be aware that by accepting the terms of use of Al systems,
their personal data is made available to the companies that provide the systems. Although

companies are required to comply with the legal framework governing personal data
protection, confidentiality and privacy (GDPR), users should avoid disclosing personal or
sensitive personal data when interacting with Al systems.

v= || CHECKLIST 3 - Personal data, confidentiality and privacy policy
in Al systems:

O | am aware that the protection of my personal data, privacy and confidentiality as a user of Al
systems must be enshrined in the law.




O | am aware that | have the right to be informed about the personal data, confidentiality
and privacy policy, as well as what data is collected, where it is stored and how it is used. If this
information is unclear, | request clarifications from the service/platform/product.

0 | understand that when interacting with Al systems, | should not share my own or others’
personal data.

O | review and adjust privacy settings to limit access to my personal data.
0 | demand transparency in the operation and processing of data, especially in Al systems.

O | know that | have the right to request access to, correction or deletion of my personal data
from systems in which | have - or had in the past - a user account.

0 If I discover a breach of my personal data, privacy and confidentiality (e.g. forwarding of my

data without my permission), | will contact my country’s competent authorities (Commissioner for
Personal Data Protection).

O | exercise particular caution with free or subscription-free services, as there is a risk that the
free offer will be exchanged for personal data.

“ ISSUE 4: Bias

Bias refers to preference or favoritism towards a person, group or thing, which suggests a lack of objectivity
and results in unequal treatment and in the creation of prejudices and stereotypes in society.

Al systems are trained on large data sets, which may not be representative, resulting in biased outputs towards

specific groups or things, and therefore creating or reproducing - accidentally and/or in a targeted manner -
inequalities, prejudices and stereotypes.

@: RECOMMENDATION 4 - Bias:

All users (including parents/guardians/caregivers/teachers) who use or promote a service,
platform or product must be aware that Al systems exhibit elements that suggest bias and
cause inequalities, prejudices and stereotypes. Although the legislative framework (e.g. Al
Act) promotes, amongst others, the transparency of Al systems and the avoidance of bias,
identifying and reporting instances of bias in Al systems is also an individual responsibility.




vZ || CHECKLIST 4 - Bias:

v =

0 | check the outputs of Al systems for elements that may potentially create inequalities,
prejudices and stereotypes, and make conscious decisions about their use and utilisation.

O | recognise that my interaction with Al systems may include biased views that influence their
outputs.

| make sure to stay informed about matters of transparency in Al algorithms and training
methods (through reliable sources, e.g. experts, authorities), and strive to implement such
transparency.

O I require compliance of Al systems with regulations and laws adopted at national and
European level to ensure impartiality.

o | report and share evidence of bias in the data with the Competent Authority, if available, and/
or the company that develops and manages the Al system.

“ ISSUE 5: Data validity & data reliability

Data validity refers to the degree to which data is accurate, correct and suitable for the purpose for which
it was collected and is being used. Data reliability refers to the degree to which a data set is consistent,
accurate and stable over time and can be safely utilised to produce valid results.

Al systems must employ transparent procedures to ensure both the validity of the data they use and the
reliability of the data and the generated results. It has been found, however, that this is not adequately
achieved. Without valid data, there is a risk of reaching incorrect conclusions, making wrong decisions and
undermining the reliability of the results.

RECOMMENDATION 5 - Data validity & data reliability:

s

All users (including parents/guardians/caregivers/teachers) must be aware that the
validity and reliability of the data used by Al systems and the results generated should not
be considered infallible. In some cases, the content is completely inaccurate. Al system
providers are therefore required to indicate the possibility of errors in the results and to
implement procedures to ensure the validity and reliability of the data and the generated
outputs. Every user must therefore assess the validity and reliability of the results of Al

systems by cross-checking against multiple and valid sources of information.
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| understand and inform others that Al systems can generate convincing but completely
inaccurate content, including false references, inexistent sources or fabricated information.

| carry out validity and reliability checks using multiple sources of information.

| use and share data and information with caution after carefully checking the validity and
reliability of Al outputs.

| require that Al systems have in place transparent procedures to ensure, amongst others,
the validity and reliability of their data and algorithms, with references to the data sources and
processing methods used to reach the generated results.

“ ISSUE 6: Content Creation Ethics

The term “Content Creation Ethics” refers to the set of ethical principles, rules and obligations that
individuals or organisations must follow when producing and distributing content (e.g. articles, videos, social
media posts, podcasts). It is the application of an ethical framework that guides the creator on what fo do
and what not to do, regardless of the personal gain or popularity that a particular action may entail.

TAl systems, particularly GenAl systems, can be used to create texts, images, audio files, videos and other
material. The content generated is created from data retrieved by Al systems from the internet, other sources
(e.g. other collaborating applications, databases), as well as interactions with users. Even though it may
appear original, this content is not considered authentic, as it uses and processes data through questionable
procedures in relation to securing usage licences and intellectual property rights. Moreover, it is likely to be
offensive or harmful to users.

Al systems must comply with a code of ethics and regulatory requirements that respect human and intellectual
property rights and privacy, and adopt procedures to ensure that these are not violated (e.g. the recognition
of emotions and/or physical condition, activity monitoring, etc. cannot be used for processing by Al systems).



RECOMMENDATION 6 — Content Creation Ethics:

e

All users (including parents/guardians/caregivers/teachers) should be aware that Al
systems may not always follow ethical principles when collecting data and creating
content. Al system providers must respect and comply with ethical principles and
regulatory provisions on the protection of human and intellectual rights. At the same time,

it is ethically appropriate for users who utilise Al systems and respect intellectual property
rights to report on how these systems are used to generate content, including all sources
used. Refraining from using such systems to generate misleading or harmful content is
also an important ethical obligation.

vZ || CHECKLIST 6 — Content Creation Ethics:

0 | am aware that content generated by Al systems may violate intellectual property and human
rights.

O | am aware that content generated by Al systems may cause harm or offend individuals or
groups.

O | review and adapt the generated content with my own input whenever necessary, rather than
using itasis.

O When the content generated - whether edited or unedited - meets ethical principles, | use it
by citing the process (e.g., prompts), the Al system through which it was generated, as well as any
other sources.

O I require that Al systems adhere to ethical principles regarding data collection and content
creation.




on the Utilisation and Ethical Use of Artificial Intelligence (Al)
in Primary and Secondary Education

eachers and trainers have a responsibility to educate and guide children to become responsible and
active citizens in a rapidly changing world that is becoming increasingly more complex as a result of
digital technologies. In fulfilling this role, they must safeguard children’s rights and well-being.

This section outlines MESY’s guidelines for supporting Primary and Secondary Education teachers
in the responsible and effective utilisation of Al |_ |. These guidelines take into account issues
and recommendations previously addressed in MESY’s policy document on Al, as well as EU
guidelines/recommendations on Al and UNESCO’s Al competence framework for teachers.

Although not yet sufficiently substantiated, Artificial Intelligence (Al) | | and its applications, including
Generative Artificial Intelligence (GenAl) [_ |, may offer new and enticing opportunities to enhance teaching
and learning. However, their integration into the educational process requires:

a deep understanding of the capabilities and limitations of digital technologies and environments,
including Al systems;

critical reflection on the utilisation of Al systems in teaching and learning;

an ethical approach that respects students’ rights.

Teachers must be aware that Al systems raise important safety and ethical concerns. Understanding both
the strengths and weaknesses of Al in relation to its impact on learning is also useful in ensuring that
technology does not undermine their professional role.

Similarly, developments in Al can profoundly affect interactions between teachers and students, as well
as among citizens more broadly. This may undermine the core purpose of education: to foster free will and
independent and critical thinking through learning opportunities.



Key Principles for the Utilisation of Al by Primary School Teachers
and Secondary School Teachers and Trainers:

Human-centred approach: Teachers and trainers remain central in guiding students,
utilising Al to enrich, not replace, human interaction and critical thinking.

Ethical role modelling and responsible use: Teachers and trainers must act as role
models for their students in the ethical use of Al, demonstrating a responsible and critical
approach to Al technologies, by deciding when, how and whether or not to utilise them.

Fostering critical thinking, digital competence and data, information and Al
literacy: The utilisation of Al systems, where deemed necessary, should primarily foster the
development of critical thinking, digital competence and data, information and Al literacy among
students.

Equitable Access and Inclusion: When the use of Al systems by students is
permitted and deemed pedagogically beneficial, equitable access must be ensured for all
students, taking into account their diverse needs and backgrounds. The use of Al systems
should promote equality and inclusion and not reinforce existing inequalities.

Continuous professional development: Teachers and trainers should remain
informed about developments in Al and the ethical challenges they present, and participate in
professional development
programmes on Al in

education.
Human-centred

approach

Ethical modelling
and responsible use

Fostering of critical thinking,
digital competence and data,
information and Al literacy

Equitable access and inclusion

Continuous professional
development
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<@l Guidelines and Recommendations

Learning Design | | utilising Al systems: Utilise Al tools and environments for
your learning design only when they support learning objectives. If you consider that it would
be productive and useful to utilise Al systems to create educational supporting material for
information, assessment or differentiation, make sure that such material is appropriate, valid
and reliable, and that the generation process is transparent. Like any digital technology, Al
systems may enhance your professional abilities, but not replace them. Adopting an active,
critical and conscious approach to their use will ensure that you, as professionals, remain
in control of your thinking and creativity, and therefore avoid dependence on Al. Technology
should serve humans and not the other way around.

Pedagogically appropriate for students: Make sure to always use technology in
appropriate educational technology environments that ensure safety, fairness and inclusion, and
only when this supports the learning process and has an added pedagogical value. The use of Al
systems must never be an end in itself. In any case, students should use Al systems that have been
approved by MESY for educational purposes and require “parental consent” for children of all ages.

Age-appropriate for students: Before Al systems are to be used by students, make sure
to provide basic knowledge and information on ethical use. Make sure that the student’s age is
suitable for the educational use and utilisation of Al systems and that you have informed parents/
guardians and obtained parental consent. According to MESY’s key recommendations, children
under the age of 14 CANNOT have a personal account to access Al systems, nor use another
person’s account, except for Al systems approved by MESY. For children aged 14-18, “parental
consent” for access to Al systems through a personal account is recommended, both within and
outside the educational context.

Teaching critical assessment: Empower students by developing their ability to critically
assess information generated by Al applications, recognise potential biases, and verify information
through multiple reliable sources provided by you.

Ethical discussions: Make use of multiple pedagogical approaches and create
opportunities to discuss with students the ethical aspects of Al, including data privacy, intellectual
property rights, algorithmic transparency, and the potential impact of Al and its applications on
society.



Data and privacy protection: Stay informed and use Al applications that have been
proven to safeguard privacy and comply with applicable data protection and privacy regulations
(e.g., GDPR in the EU). In any case, you should not disclose personal or sensitive personal data
when interacting with Al systems.

Guidance on source citation: Provide clear instructions to students on citing sources
and the use of Al systems (e.g., sharing the link to the “chat” with the Al system) utilised to
produce assignments, emphasising the importance of academic integrity. This helps redefine
the assessment of the learning process, focusing primarily on the process of knowledge building
rather than the final outcome.

Supporting children with special educational needs: Explore ways in which Al and its
applications can be utilised to support students with special educational needs and make sure to
provide an accessible and inclusive learning environment.

Collaboration and exchange of practices: Collaborate with other teachers/trainers
in your school or learning community to share supporting material, good practices, ideas and
experiences related to Al literacy, Al tool assessment, the utilisation of Al systems in education, or

even how to avoid them.
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Important Remarks

| |

‘ Since independent research has not yet established that Al and its applications promote learning,
Al should only be regarded as a tool that may enhance the educational process, without replacing the
teacher’s role.

‘ A Literacy | |, along with the pedagogical, ethical and effective use of Al and its applications,
forms part of teachers’ professional development.

‘ ' Promoting critical thinking, digital competence | | and Al sKills is essential for preparing students
for the digital world.

Checklist

@‘ | understand that Al Literacy is part of professional and lifelong development and learning
aiming to train me in the key principles of Al and the ethical challenges it may raise.

@‘ | understand that Al literacy refers to the key principles of Al, its operation, data sources,
ethical considerations, and its impact on humans and the environment. Furthermore, | understand
what Al is and what it is not, so that | can make informed decisions on its potential utilisation in my
learning design.

@‘ I remain informed and | participate in learning communities with other education
professionals, in order to assess the suitability, safety and effectiveness of Al systems. | am
empowered to critically utilise Al in learning design, without this being an end in itself and provided
that I ensure the protection of children’s rights and promote their learning.

@‘ Although Al applications are evaluated by experts, whenever | use them | make sure that
generated outputs are valid and reliable and do not violate personal data and intellectual property
rights.

@‘ Although there is still no evidence of the pedagogical added value of Al in learning, whenever
| choose to utilize Al applications and environments with my students, | verify that these have been
approved by MESY.



@‘ I make sure that | have informed parents/guardians about the use of Al systems with children
and have obtained “parental consent”.

@‘ | avoid using Al systems with children under the age of 14, as they CANNOT have a personal
account to access Al systems nor use another person’s account, except for Al systems approved by
MESY. Should this be the case, | request “parental consent”.

@‘ For children aged 14-18, | request “parental consent” for access to Al systems through a
personal account, both within and outside the educational context.

@‘ I remain informed and | enhance the digital competence of my students, that includes
knowledge about Al and assessing the information produced by generative Al, to enable them to
recognise biases and other ethical considerations.

@‘ | create opportunities to discuss with students the ethical challenges posed by Al, including
privacy and intellectual property rights.

@ | remain informed about data protection regulations and the need to respect students’ privacy
when using Al systems.

@‘ When interacting with Al systems, | do not disclose personal | | or sensitive personal data
| | either my own or of others (e.g. students).

@‘ Recognising the potential waste of energy, water and human resources caused by Al use, |
commit to utilising these systems wisely and in moderation, contributing in this way to environmental
protection and our planet’s sustainability.

@‘ | am a positive role model and | have the ability to critically assess the utilisation of Al by
students, i.e. if, when and with whom it is utilised, how its utilisation is reported and what principles
are followed.



A “child” is defined as every human being below the age of eighteen (18), unless, according to the law
applicable to the child, adulthood is attained earlier (UNESCO)?'. Until then, parents/guardians/caregivers
are responsible, under the law, for the child’s safety, rights and well-being. Navigating and utilising the
digital world can be an exciting experience offering many different possibilities for creativity, communication,
learning and information.

Al systems | | are digital technologies | | that enable computers to be trained to propose
solutions to problems, generate digital content and generally imitate humans, without actually
being human. Examples from our everyday life include automatic text translators, so-called smart home
devices, facial or image recognition on mobile phones, etc.

One category of Al applications is Generative Al | |. These applications respond (answer) only to prompts
(questions), producing content such as images, music, text, presentations or even videos.

Children’s safety and well-being in a world that is impacted by

Al must be based on principles and measures to protect their Al systems
rights. Children themselves need to be aware of key principles are nothumans!
and follow recommendations aimed at their own protection

and well-being.

They are digital technologies
In this context, the following are the key principles and

trained to propose solutions
recommendations for children. prop

to problems, generate digital
content...
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Learn about Al and develop your digital competence

Before using Al systems or applications, you need to learn what is and what is not Al. Knowledge of Al is
essential so that when you are allowed to use it without supervision, you will be in a position to decide
whether or not to utilise Al systems and how to manage them without putting yourself at risk.

Digital Competence and Al Literacy | | are the ability to use the digital world safely and
responsibly without breach of your rights or those of others. Knowing about Al, its challenges and
opportunities, is an essential skill for the 21 century and part of your education. Al systems may
help you create images, write stories or explore ideas for your homework, but this can be done only
through systems and applications that are appropriate for your age. It is important to know, however,
that Al systems can also be used in dangerous or harmful ways.

Age limits and terms of use for Al systems
The utilisation of Al systems by children, i.e. anyone under the age of 18, requires “parental consent”.
Your age is a decisive factor when it comes to the use of Al systems. If you are under 14, you
should be aware that you are NOT allowed to use Al systems and applications without an adult by your

side (your teacher or parents) and this should be limited only to systems that are permitted for your age
or allowed by your school (i.e. allowed by MESY).

If you are between 14 and 18, you should be aware that you can only use Al systems if you have
“parental consent” and if the terms of use of the Al system allow its use by your age group.

Use Al with guidance and assistance

If you are going to use Al systems, you must do this under the guidance and supervision of
adults who are knowledgeable about Al. The adult will help you use Al in the right way. Also, if
the Al does all your work for you - without you checking or editing the generated output - then you
will not develop your creativity and ability to think for yourself.

- Use Al carefully and responsibly

Al is a powerful tool, but it is not a human.



Al systems must be used responsibly and carefully. Al and its applications can help you learn by
explaining difficult concepts or by giving examples, but they can always make mistakes. Al and its
applications cannot understand what is right, fair or safe. That is why it is necessary for humans
to check and edit what Al systems generate, as well as establish rules for the responsible and
respectful use of technology. So when you use Al systems, you should not enter any personal data
I |, either your own or of others (e.g. name, age, your school, your home address), nor should you
use Al systems to generate content that is harmful to anyone.

Al systems must ensure access for all without exclusion. They must therefore be designed in
such a way that everyone can use them in a fair manner, regardless of gender, origin or ability. The
aim is not to enhance discriminations that already exist in our world. On the contrary, Al should help
make everything more fair and equitable for everyone.

=
Information, data and Al literacy: Ask your teachers for material prepared by experts to
learn the key principles of Al. You should learn what is Al and what it is not Al, how it works, how it
is evolving, its capabilities, limitations and risks, as well as when it should be used and when its use
should be avoided. If you search for information on your own in books or websites, make sure that
the information is valid and comes from experts in the field.

Appropriate utilisation: Ask your teachers for information and guidance on the age and
other restrictions and challenges of Al tools. Use Al applications and systems recommended by your
school for learning purposes, not because they are popular.

Moral/ethical utilisation: Do not use Al applications for copying or cheating, or for
generating offensive, violent or false content. Remember that Al systems “copy” from many different
sources, as well as from our own data. As a result, the generated output “fools” us into thinking it is
authentic (when it is not).

Critical assessment: Carefully verify the responses of Al applications and check them
for potential biases. In other words, they may show a preference for a certain thing or a group of
people, and not be fair. Also, cross-check information against other reliable sources (books, websites
you trust or are recommended by teachers) to understand if something is wrong or if they provide
misleading information, so that you can combat misinformation. In general, you should use Al
systems or applications having in mind that “you are in control” and that no Al machine or system
can replace you or “think for you”.



Data and privacy protection: Choose Al applications that your parents/guardians/
caregivers allow you to use, as these are definitely age-appropriate and very safe for you. Moreover,
they comply with important regulations to protect your personal data (and do not ask for your name,
address, photos or other information without reason). From your part, you should make sure not to
share your own or other people’s personal data.

Citing sources: Just as you are required to cite sources for assignments you submit, you
must also cite any Al applications you have used in the material you have produced, as well as the
process you followed.

" What Al is not: Al is not human, it does not think or understand like humans do, and it has no emotions
or consciousness. It is not intelligent, even though it often misleads us into thinking that it is.

" Al does not replace human relationships: Interaction with any Al system cannot replace human
interaction and connection.

" Your own thinking and creativity are invaluable: Independent and critical thinking, as well as free
will, are important skills in interacting with Al systems.

The General Data Protection Regulation in Cyprus?' states that the processing of personal data is permitted
by law if you, the children, are at least fourteen (14) years old.

For any child under the age of fourteen (14), the processing of personal data requires “parental consent”,
provided or approved by your parents or guardians.

We remind you that for Al systems used by children, i.e. any person under the age of 18, “parental consent”
is required.
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For this purpose, here are two checklists, depending on your age group.

0/‘ I learn what is and what is not Al, and
that Al and Generative Al applications may seem
to “think”, “understand” and “respond” like
humans, BUT THEY ARE NOT humans and do not
function like humans.

/ | understand that these systems are
machines and cannot replace my family, my
friends, my teachers or other people.

‘/ | do not use any Al application or
environment unless it is absolutely necessary
for my learning, and this is always done with a
responsible adult by my side who will operate
the system.

/ In order to use an Al application or
environment that is appropriate for my age, my
student account must be approved and | must
have the consent of my parents/guardians.

C/‘ | am aware that Al can consume
environmental resources such as energy
and water and produces exhaust gases that
exacerbate the greenhouse effect. | should

therefore advise those who use it to do so wisely,

so that we do not destroy our planet and we can
all continue to live well in the future.

S | know what Al and its applications are, and |
understand that Al systems are supporting tools
and not substitutes for the mind.

‘/ | realise that Al systems may help me create
digital content, but they do not replace my
creativity or humans.

/ | am aware that Al systems collect data
from various online and other sources without
permission, as well as my own data, to generate
digital content.

0/‘ | utilise Al systems and applications
with parental consent and always under the
supervision of responsible adults, in accordance
with my country’s guidelines, my school’s
regulations and personal data laws.

/ The account that | use to log into Al systems
and Generative Al applications to which | am
allowed access is my own and contains accurate
information, so that it is configured based on my
own data.

/ | am always in control over how and to
what extent | use Al systems (e.g. by following a
code of use that | co-create with responsible adults,
such as teachers, parents/guardians). Al systems
should be supportive and should not replace me or
take away my autonomy and creativity.



/ | utilise Al systems in a responsible and
ethical way. This means that | do not enter my own
or anyone else’s personal data and | do not generate
content that may be false, offensive or harmful to
others. | understand that Al uses data even without
permission.

‘/‘ I check the generated content for
accuracy, recognising that it may be inaccurate
and invalid, by cross-checking it against other
reliable sources.

‘/ | assess the content for bias, i.e. | assess
whether it supports or takes a negative stance
towards a specific group of people based on criteria
such as gender, religion, origin, status or any other
characteristic.

‘/‘ Recognising the potential waste of energy,
water and human resources by Al, as well as the
exacerbation of the greenhouse effect from the
release of air pollutants, | commit to using these
systems wisely and in moderation, contributing
to environmental protection and our planet’s
sustainability.



Guidelines and Recommendations
for Parents, Guardians and Caregivers of Children

on the Utilisation and Ethical Use of Artificial Intelligence (Al) in Primary and
Secondary Education

n today"s world, children grow up in an environment surrounded by digital technologies | |. One of

these technologies is Artificial Intelligence (Al) [ |. Although it may sound complicated, Al essentially

refers to software and systems that use data to train computers, for the purpose of proposing solutions

to problems, giving the impression that they “think” like humans. This is not, however, the case. Al takes
many forms, such as automatic text translators, mobile phones that recognise faces, and even certain so-
called “smart” home devices.

A popular type of Al system | | is Generative Al (GenAl) | |. Unlike other Al systems that simply respond
(answer) to prompts (questions), GenAl can generate digital content such as images, music, text or even
videos. This material is created from data available on the internet and social media, as well as data
generated by us, in other words the users themselves. The generated content may appear authentic, but it is
not. In fact, it is not always correct.

Through its policies and actions, MESY promotes the development of students’ Digital Competence || and
Literacy | | - attitudes, knowledge and skills for the digital society - which also includes Al literacy [ | .

However, it places particular emphasis on the ethical issues raised by Al. These include the protection of

human rights, children’s well-being, personal data protection, the elimination of prejudice, inclusion, the

protection of the environment and its resources, and the impact of Al on employment.

Today, it is more important than ever for parents, guardians and caregivers to be aware of the key principles
of Al, its opportunities, challenges and limitations, and above all to understand that it has not yet been
demonstrated that Al can help children learn.

®
o
& Key principles you should have in mind regarding Al and children:
@ Al and its systems are tools: Just like books or computers, Al and its systems are tools that
may support learning, although this has not yet been scientifically proven. In any case, they are not a

substitute for teachers and cannot replace human contact and guidance.

<D Age restrictions: Companies that develop Al systems and applications set age limits for use
in order to comply with the relevant regulatory frameworks. Parents, guardians and caregivers should
be guided by these regulations or frameworks, as well as by State or school recommendations, whose
primary concern is to protect children’s rights and their safety, taking into account their age.



In accordance with the policy that applies to
other online learning environments provided
by MESY%, and taking into consideration
issues raised in the policy document regarding
the particularities of Al systems, “parental
consent” is required for all children up to the
age of 18.

- Supervision and oversight: Children
- especially younger ones (under 14) - need

The General Data
Protection Regulation
in Cyprus states that “...the processing
of personal data is lawful where the child
is at least fourteen (14) years old. For a child
younger than fourteen (14), the processing
of personal data is lawful when consent
is given or is authorised
by the holder of parental responsibility

systematic guidance, supervision and oversight
when navigating the digital world, and even more
S0 when they use and/or interact, knowingly or
unknowingly, with Al systems and applications,
both at home and at school.

over the child?*”.

- Validity and reliability: Al and its applications are trained on data to propose solutions to
problems and to generate content. They often make mistakes or provide information that is very often
inaccurate or untrue. It is therefore essential for children to develop critical thinking skills and — after
learning about Al, its ethical considerations and its impact on humans and the environment - to be able
to utilise it responsibly and safely. Whenever they utilise Al systems, they should check their outputs

by cross-referencing them with information from valid and reliable sources. This will enable them to
assess the digital content generated in digital environments and Al applications in terms of its accuracy,
completeness and validity.

@ Fairness, transparency and bias: It is important for States and institutions to take all necessary
measures, through policies and regulations, to ensure that Al systems and applications guarantee

equal access and operate in an unbiased and transparent manner. This cannot yet be taken for granted.
Cyprus, as a Member State of the EU, complies with and implements national and European regulations
that ensure fairness, transparency, the protection of human rights and the well-being of its citizens in the
digital world (e.g. Al ACT).

23 https://microsoft365.schools.ac.cy/index.php/oroi-chrisis/oroi-chrisis-mathites

24 https://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/BAE2F781893BC27DC225820A004B7649/$-
file/Nopog%20125(1)_2018.pdf (point 8)



https://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/2B53605103DCE4A4C225826300362211/$file/Law%20125(I)%20of%202018%20ENG%20final.pdf
https://microsoft365.schools.ac.cy/index.php/oroi-chrisis/oroi-chrisis-mathites

<D Privacy and personal data: Care must be taken regarding the personal data that children share,
as well as the data that adults share with children, when using Al systems and applications, bearing in
mind that all such data is used by Al systems. It is essential to select applications whose terms of use
comply with privacy, personal data protection and confidentiality regulations, while recognising that our
interaction with these systems is itself a source of data used by Al in its operation.

Important Remarks:

I‘IAI systems and their applications are digital technologies that companies are developing
rapidly and across a wide range of uses. We are all still learning what they are and what they
are not, the challenges they pose, and how they may be utilised for the benefit of humanity.
A —_ | .
The role of both teachers and families remains central to children’s development. Al and its
applications are only auxiliary tools and their use must remain under human supervision.
3 N | .
The development of critical thinking and Digital Competence (attitudes, knowledge, skills),
which includes Al Literacy, is essential in enabling both children and adults to utilise the digital
world with confidence, safety and respect for human rights.

Recommendations - What you can do:

Learn about Al: Try to learn the basics of Al as well as whether and how it is used in
education. Become familiar with applications that children are likely to use. There is no need to
become an expert, but a general understanding will help you better supervise and guide your
children, supporting the role of education. Being well informed will help you decide whether to
consent to your children using Al.

Parental consent

@ Forchildren under 14 years of age, the use of Al systems and applications without adult
supervision (teachers, parents/guardians/caregivers) is NOT recommended. Children aged 14
to 18 may use Al systems only if you grant parental consent and if the terms of use of the
specific Al system allow use by children of that age.

@ For children in Primary and Secondary Education, “parental consent” is required
for the use and utilisation of Al systems and/or applications in formal and informal learning
contexts.
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@ “Parental consent” should not be treated as a mere formality, as it legally transfers

full responsibility to the adult. On the contrary, it must be a conscious decision, aimed at
protecting the child’s rights, personal data and well-being. This requires active and continuous
supervision, clear boundaries and educating the child on the principles and functioning of Al
systems. This conscious and active approach essentially fulfills the obligation to protect all
minors in the digital world.

Contact the school: Request information and discuss with your children’s teachers
about how Al applications are utilised in the classroom and any concerns you may have. You
have the right to withdraw your consent if you feel that your child is not safe or is at risk due to
the use of Al systems.

Discuss Al with your children: Ask them what they are learning about Al at school,
and discuss with them the risks, challenges and potential opportunities it presents.

Supervise Al use at home: If your children are using Al applications for their
homework or other purposes, make sure you are aware of it and provide appropriate
supervision.

Encourage critical thinking: Help children to critically challenge the outputs of Al
systems and applications, and to think, question and cross-check information against multiple
sources.

Promote responsible use: Discuss and emphasise to children that they should not
use Al systems and applications to copy, cheat or create content that may harm others. Be a
role model for your child in how you use Al systems.

Checklist:

@‘ | understand that Al and its applications are tools that may be utlised to support my child’s
learning, even though this has not yet been scientifically proven.

@‘ Where Al and its applications are used without my supervision and presence, | understand that
my consent is required.

@‘ | understand that Al and its applications do not replace either the teacher or myself.

@‘I make sure to discuss the use of Al and its applications with my child and | seek to understand
if and how they use them.

@ | supervise my child’s use of Al and its applications at home, taking into account age
restrictions, as defined by State or school regulations, and guide them in its responsible and ethical
use.



@‘ | encourage my child to think critically and not to accept, without question, everything that is
generated by Al and its applications, but to verify the generated content, cross-reference sources and
edit the predictions of Al systems.

@‘I maintain communication with the school regarding the use of Al in my child’s education and |
understand that | may withdraw my consent if | believe that my child’s safety, health, well-being and
rights in general are being violated.

@‘ | am aware that personal data - my own and that of others - must be protected when using Al
applications.

@‘ | recognise the potential waste of energy, water and human resources and the exacerbation of
the greenhouse effect by the air pollutants produced by Al systems. | therefore commit to choosing
when and how to utlise Al systems and applications wisely and in moderation, and when to avoid
their use, setting a positive example for children and contributing to environmental protection and our
planet’s sustainability.
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